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ODbjectives '

After completing this chapter, you should be able to:

e explain how symbolic internet addresses (domain
names) are structured.

e enumerate some types of records in the DNS.
e explain how the DNS works as distributed database.

e evaluate different domain/web hosting offers.
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Overview I

Cl. Name Space, Record Types ]

2. How the DNS works

3. The nslookup and dig Commands

4. Application Program Interface

5. Internet Hosting, Domain Laws
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Foundations (1)

e [ he real IP-addresses are 32-bit numbers. But for
humans, it is easier to work with/remember names.

e The Domain Name System (DNS) is a distributed
database that manages the mapping from names
to numbers (plus other information).

e Most internet applications use the DNS to translate
host names into the IP-addresses.

E.g. Netscape prints “Looking up host: xyz" while the DNS-query
runs. If it then prints “Netscape is unable to locate the server xyz',
the name xyz is not stored in the DNS (probably a typing error) or no
DNS server can be reached (configurarion error, network problem).
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Foundations (2)'

e At the beginning, host names were character strings
without further structure (“flat namespace’”).

e A file with the “Name — Number® map was ma-
naged at InterNIC, every computer fetched a copy.

e But this works only with a small number of hosts:

¢ T he administration became too complicated be-
cause of the more and more frequent changes.

¢ Name conflicts occured more and more often.

¢ T he network load for the distribution of the file
grows quadratically with the number of hosts.
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Foundations (3)'

e Solution: Hierarchical namespace, distributed DB.

com) (edu) (org net de

(sun)(oracle) (pitt) (gnu) (inte

rnic)(tu-bs) (uni-halle)

(paradox)

@) (0a0) (5i5) @ww) @ww) (S (informatik)

Www) (haendel)
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Foundations (4)

e Similar tree structure as e.g. the UNIX file system.

e In contrast to file names, host names are written
from the leaf towards the root (separated by peri-
ods), e.g. “haendel.informatik.uni-halle.de.”.

e A fully qualified/absolute domain name ends in a
period (the name of the root node is empty).

The completion of other names depends on the DNS-Software. The
usual solution is to append the local domain if the name does not
contain a period, and otherwise to assume that the name is complete.
Therefore, it is usually no problem if the period at the end is missing
(depends on DNS software — I used a version of nslookup that always
appended the local domain if one left out the ’.’> at the end).
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Foundations (5)

e If one is on "“anubis.informatik.uni-halle.de”, it
normally does not work to specify “www.mathematik”
to reach “www.mathematik.uni-halle.de''.

e Again, this depends on the DNS software.

Older software tried to attach portions of the current domain. Sup-
pose one is currently on a.b.com and wants to reach www.pitt.edu.
The software tried “www.pitt.edu.a.b.com.”, “www.pitt.edu.b.com.”,
“www.pitt.edu.com.”, and “www.pitt.edu.” in this sequence. However,
a domain edu.com was registered, and it would have been possible to
redirect all traffic from com-hosts to edu-hosts to this domain.

e The ‘“resolver” module (DNS query interface) is
linked to the application software.
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Foundations (6)

e Each name of a node in the tree is called a “label”.

e Such labels can be at most 63 characters long.

They should start with a letter and otherwise contain only digits and
the hyphen “-". The hyphen should not be the last character (see
RFC 952 and RFC 1123). For instance, an underscore “_" is explicitly
excluded. However, the DNS software should be able to work with

arbitrary (non-empty) binary strings as labels (see RFC 2181). It is
being discussed to permit national characters in domain names.

e [ he whole domain name may not be longer than
255 characters.

e [ he domain name comparison is not case-sensitive.
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Foundations (7)

e "“Top-Level Domains” (TLDs) are children of the
root node, e.q.
¢ com, edu, gov, int, mil, nato, net, org
(“generic domains’)

The domains com, org and net can also be used by non-US orga-
nizations (at first, they were intended only for US organizations).

¢ de, at, ch, uk, fr, ca, jp (‘‘geographic domains”).

The geographic domains are the two character country codes de-
fined in ISO 3166.

¢ arpa (for inverse map, see below).
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Foundations (8)'

e New generic domains were selected by the ICANN
board (see below) in November 2000:

aero, biz, coop, info, museum, name.

e SOme country codes are also used by companies
not really located in the country, e.g. .to (Tongo),
.tm (Turkmenistan), .tv (Tuvalu), .ag (Antigua).

e In March 2009, there were 280 top level domains,
of which 248 were country codes.

e In July 2015, there were more than 1000 top level
domains.
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Foundations (9)

e One has to pay an “evaluation fee” of 185.000 $
if one wants to apply for a new top level domain.

There can be additional costs in certain cases. The proposed domain
will be reviewed with certain criteria by evaluation panels. It is not
automatic that one can get any domain one wants. However, by the
number of new domains that were introduced it seems that there are
not very hard restrictions besides the money.

e On April 26, 2016, there were 1292 TLDs.

[http://data.iana.org/TLD/tlds-alpha-by-domain.txt]
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Foundations (10)'

e Normally
¢ the leaf nodes in the DNS tree are names of

computers,

& whereas inner nodes are proper domain names.

e However, the DNS does not enforce this and there

are many exceptions.

e In the DNS, every name that is generated by com-
posing the labels from a node towards the root is

called a domain name.
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Foundations (11)

e Every node can contain different types of informa-
tion (“resource records”).

e About 80 different record types were defined. The
Mmost important are:

¢ A (Address): IP-Number.

o PTR (Pointer): Name of the computer.

These records are used to map IP-numbers to host names (see
below).

¢ CNAME (Canonical Name): Real host name.

Used for aliases. E.g. under www.informatik.uni-giessen.de a CNAME
record exists that refers to odin.informatik.uni-giessen.de.
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Foundations (12)

e Types of DNS resource records, continued:

¢ HINFO (Host Information): Two strings that des-
cribe hardware and operating system.

They are optional, and often not defined.

¢ MX (Mail Exchanger): Host that acts as mail ser-
ver for this domain (or this computer).

One can specify several computers with different priorities. Smaller
numeric values mean that the computer is tried first.

¢ NS (Name Server): Computer that manages the
DNS records for this domain.
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Foundations (13)

e Types of DNS resource records, continued:

¢ SOA (Start of Authority): Administrative informa-
tion for delegated domain (see below).

Contains the name of the primary name server, the email address
of the name server administrator (with “.” instead of “@"), a
serial number of the domain data, the time interval after which
secondary name servers ask the primary name server for updates
(REFRESH), the retry time interval (if the primary name server
cannot be reached), how long secondary name servers may declare
the data as authoritative if the refresh fails (EXPIRE), and the
minimum time-to-live (how long data may be cached).

& AAAA: TPv6 address.
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Foundations (14)

e T he mapping of IP numbers to host names is done
via a special domain in-addr.arpa.

e E.g. iIn the node
50.14.48.141.in-addr.arpa
a PTR-record with the following contents is stored:
haendel.informatik.Uni-Halle.DE

The IP-address of this machine is 141.48.14.50. The DNS always lists
labels from the local to the global, i.e. in the opposite sequence.

e Not all computers that are connected to the inter-
net have DNS entries.
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Overview I

1. Name Space, Record Types

CQ. How the DNS works ]

3. The nslookup and dig Commands

4. Application Program Interface

5. Internet Hosting, Domain Laws
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DNS as Distributed DB (1)

e [ he DNS is a distributed database: No computer
(DNS server) contains the entire map.

e Distributed administration (delegation of subtrees).

e [ he DNS-tree is divided into “zones’”: Parts that
are administered at one place.

A zone is a subtree of the DNS tree (without subtrees that are zones
by themselves). Root nodes of zones in the DNS tree are marked by
records of the type S0A (“Start of Authority” ). The zone mechanism
can be compared with disks mounted into a UNIX file system.

e E.g. our computing center administers the zones
uni-halle.de and 48.141.in-addr.arpa.
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DNS as Distributed DB (2)

e For each zone, there are at least two name servers
(in order to protect against failures).

E.g. the root zone has 13 name servers, .de has 7.

e One of these name servers is the primary name
server for the zone. At the primary name server,
files with the data of the zone are adminstered.

e [ he other name servers are called ‘'secondary name
servers’ of the zone. They contact e.g. every 3 or
6 hours the primary name server and copy its data.

e A server can be responsible for multiple zones.
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DNS as Distributed DB (3)'

e [ he domain uni-halle.de has four name servers:

nsl.uni-halle.de, ns2.uni-halle.de,

ns3.uni-halle.de, deneb.dfn.de.

e [ he name servers for the parent zone de contain
NS (“name server”) records for uni-halle.de which
refer to these four servers.

e | he servers of the zone uni-halle.de contain an SOA
record and further information about the domain
(e.g. MX), its subdomains, and hosts.
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Domain Registration (1)

e [ he name servers of the zone *“de'' are managed
by the DENIC [http://www.denic.de].

Members of the DENIC association are internet service providers in
Germany.

e If one is connected to the internet and has one’'s
own name servers (or a contract with somebody
who operates a name server) one can request the
delegation of a domain below de to these servers.

The DENIC then stores NS-records for this domain in their name ser-
vers. This costs 116 Euro in the first year and 58 Euro in each follo-
wing year. To their own members, DENIC offers special conditions.
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Domain Registration (2)

e If one has no name server, one can request that
DNS records (A and MX) are stored directly in the
DENIC name servers.

The fee for up to 5 records is the same as that for the delegation of
a domain. If one rents webspace from a DENIC member, one can get
a domain much cheaper, see below.

e [ he DENIC also defines rules for acceptable do-
main names below de.

E.g. at least three characters that contain at least one letter, maximal
length 63 characters, no names of top level domains, no city codes of
car license numbers, no hyphen at the first, last, and third and fourth
position.
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Domain Registration (3)'

e The ICANN (Internet Corporation for Assigned Na-
mes and Numbers) decides on top level domains

lhttp://www.icann.org/].

For each top level domain, the ICANN accredits one (or more) regi-
stration companies.

e Domains below the generic top level domains were
registered from 1993 to 1998 only by Network So-
lutions, Inc. [http://www.networksolutions.com].

Formally, this was the InterNIC.
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Domain Registration (4)

e Now there are many registrars for domains below
the generic top level domains com, org, net, see:

¢ [http://www.icann.org/registrars/accredited-list.html|
o [http://www.internic.net]

e Normally there is only one registrar for a domain.

The DENIC is the only registrar for the domain de, but several com-
panies are members in the DENIC.

e IP numbers and inaddr.arpa-domains are managed
in Europe by the RIPE NCC, see Chapter 1.
Until 1996 the DENIC had also this task.
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Domain Registration (5)

e Domain registrars like DENIC have to collect the fol-
lowing information:

¢ at least two name servers,
¢ the owner of the domain (e.g. company),

¢ an administrative contact,

A person who may decide things about the domain.
¢ the person responsible for the bill,
¢ a technical contact,

¢ the administrator for the zone (nameserver).
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Domain Registration (6)

e [ he data a registrar must collect can be queried
with the whois command or a Whois web interface.

e Every registrar has its own database, and one must
select the right database, e.g.

o [http://www.denic.de/serviet /Whois]

The DENIC whois DB contains information about .de domains.
E.g. whois -h whois.denic.de (Domain).

o [http://www.internic.net/whois.html]

T he Internic database contains information about .com, .net, .org,
.edu, but only a reference to the database of the registrar.
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Domain Registration (7)

e [ here are several “universal whois'’ services,
e.g. [http://www.uwhois.com], [http://who.is].

These first find out which whois database must be queried (by top-
level domain and possibly registrar info), and then query this database.

e It Is somewhat interesting that my private phone
number and address can be found there.

Because I am owner of database-course.com (with old content).

e [here is also a reverse whois |lookup which lists
domains for a given owner (works only partially):

lhttp://domainbigdata.com/]
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Example: Phishing EMail (1)

e I got an email (stating that it was from PayPal):
“You just have sent 85.70 € for tickets to Eventim.
You can still cancel the payment by clicking here.”

e Of course, I did not buy the tickets.

e [ he link text is a web address from paypal.de, but
the link really leads to http://www.ppzahlungen.top/.

I did not dare to open the web page in a browser (which might execute
code from the evil page). I downloaded the page with wget. It contains
a login form asking for email-address and password. It does not look
like the official PayPal website: On the one hand, people might wonder
and not enter their password. On the other hand, from the website
alone, it is not clear that something illegal is done.
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Registrar Info:
Name: Namecheap Inc.
Registrant Contact Information:
Name: WhoisGuard Protected

City: Panama

State: Panama

Zip: 00000

Country: PA

Phone: +507.8365503

Example: Phishing EMail (2)'

e Whois shows (among other things):

Organization: WhoisGuard, Inc.

Email: 4632basarr3abagcebrodosicedeossce.protect@Whoisguard. com
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Example: Phishing EMail (3)

e namecheap.com Offers the whoisguard service (e.g. to
avoid getting Spam mails) for 2.56 $/year.

e It is not available for some top level domains.
Including .de.

e I did sent an abuse ticket.

The domain was registered on April 21, 2016. I got the email on
April 26. Probably this works only a few days. I got basically the
same email already on April 9. There a different domain was linked:
www.pal-service.me. This domain was registered in Russia (nic.ru),
with owner Simone ... from Germany (with address, email, phone
number — probably fake or identity theft). 16 similar domains were
registered to her on April 9 and April 12. On April 26, they were no
longer reachable. The mailbox is also not available.
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Query Execution (1)

e [ he module that executes DNS queries is called a
“Resolver’ .

Under UNIX, it is a library that is linked to programs that use the
DNS.

e [ he resolver must know at least one DNS server,
to which it can send the query.

Under UNIX /etc/resolv.conf contains addresses of DNS servers. Ho-
wever, there are also other sources for the mapping from names to
IP-numbers, e.g. /etc/hosts and the NIS/NIS+ database. Under So-
laris, an entry in /etc/nsswitch.conf determines, which sources are
queried in which sequence.
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Query Execution (2)

e Example for /etc/resolv.conf:

domain informatik.uni-halle.de
nameserver 141.48.3.3
nameserver 141.48.3.51
nameserver 192.76.176.9

e Up to three name servers can be configured.

If there should be no answer from the first, the second is tried, and
so on. Of course, IP-numbers must be specified, not names. The
name servers in the example are: ns1.uni-halle.de, ns3.uni-halle.de,
deneb.dfn.de.

e [ he domain entry is used to translate local names
like “haendel” in absolute names.
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Query Execution (3)

e If one uses a modem connection via PPP, name
servers are normally automatically assigned

Under Windows, name servers can also be explicitly specified in the
dialog box “Properties—Networking—TCP/IP Settings”.

e Example: Suppose we need to know the IP-address
Of paradox.sis.pitt.edu.

e [ he resolver sends the query to the first configu-
red name server (141.48.3.3, nsl.uni-halle.de) Vvia
UDP. The name server listens on port 53.

UDP (user datagram protocol) has less overhead than TCP.
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Query Execution (4)

e [ here are two kinds of queries:

¢ Recursive: The name server is asked to resolve
the query completely, and to contact other name
servers itself if necessary.

This is the usual case for DNS-clients (resolvers).

¢ Iterative: If the name server does not know the
answer to the query, it sends back a reference to
a name server that should be asked next.

This is the usual case for queries between name servers.
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Query Execution (5)

e [ he name server of our computing center does not
know the answer to the query, but it knows the
addresses of the root servers of the DNS.

See [ftp://ftp.rs.internic.net/domain/named.root].

Name IP-Number Original Name / Comments
A.ROOT-SERVERS.NET. 198.41.0.4 NS.INTERNIC.NET
B.ROOT-SERVERS.NET. 128.9.0.107 NS1.ISI.EDU
C.ROOT-SERVERS.NET. 192.33.4.12 C.PSI.NET
D.ROOT-SERVERS.NET. 128.8.10.90 TERP.UMD.EDU
E.ROOT-SERVERS.NET. 192.203.230.10 | NS.NASA.GOV
F.ROOT-SERVERS.NET. 192.5.5.241 NS.ISC.ORG
G.ROOT-SERVERS.NET. 192.112.36.4 NS.NIC.DDN.MIL
H.ROOT-SERVERS.NET. 128.63.2.53 AOS.ARL.ARMY .MIL
I.LROOT-SERVERS.NET. 192.36.148.17 NIC.NORDU.NET
J.ROOT-SERVERS.NET. 198.41.0.10 temporarily housed at NSI (InterNIC)
K.ROOT-SERVERS.NET. 193.0.14.129 housed in LINX, operated by RIPE
L. ROOT-SERVERS.NET. 198.32.64.12 temporarily housed at ISI (IANA)
M.ROOT-SERVERS.NET. | 202.12.27.33 housed in Japan, operated by WIDE
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Query Execution (6) l

e The name server of our computing center sends
the query to a root server, e.g. A.ROOT-SERVERS.NET.

e [ his happens to be responsible not only for the
root domain, but also for the top level domain edu.

e [ hus, it knows the name servers for the domain
pitt.edu (which is delegated, i.e. a different zone):
nsO-qip.ns.pitt.edu, nsl-qip.ns.pitt.edu, ...

e [ he root server now sends names and IP-numbers
of these three name servers back to the name server
of our computing center.
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Query Execution (7)

e The name server of our computing center sends
the query now to nsO-qip.ns.pitt.edu.

We assume here that it uses an iterative query. The root name servers
normally do not respond to recursive queries, but other name servers
often accept them.

e [ his is responsible for pitt.edu, but the domain
sis.pitt.edu is again a different zone.

e T hus, nsO-qip.ns.pitt.edu now sends the name ser-
vers responsible for sis.pitt.edu back to our name
server: icarus.lis.pitt.edu, acheron.lis.pitt.edu,

thing.cs.pitt.edu.
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Query Execution (8) l

e Next, the name server of our computing center
sends the query to icarus.lis.pitt.edu.

e From there it finally gets the answer: “The IP-
address of paradox.sis.pitt.edu is 136.142.116.28" .

e In total, four DNS servers worked on the query.

e In order to reduce the network traffic caused by the
DNS, all DNS servers contain a buffer (cache) for
“resource records’ that they recently received.
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Query Execution (9)

e T he administrator of a zone can define how long
resource records of this zone may be buffered.

e E.g. if the name server of our computing center is
asked again for the address of paradox.sis.pitt.edu,
it returns the answer directly from its cache.

The client is told that this is a “non-authoritative answer’”, as well as
the address of the name server that has the “authoritative answer” .

e It has happened that name servers returned besides
the requested data also falsified *“resource records”
that were also buffered and used for further queries.
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Load Balancing via DNSI

e If 2 service on the web is so popular that a single
machine running a web server would be too slow,
one can use several hosts with the same name.

e It is possible that a node in the DNS tree contains
several resource records of the type “A".

For gateways (connected to different networks) this is always the case.

e E.g. the DNS-server nsl.altavista.com returns 10
different addresses for altavista. com.

The addresses are returned each time in a different sequence. Most
clients simply use the first address. In the way, the load is evenly
distributed between the machines.
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File “named.conf’:

options {
directory "/var/named";

+s
zone "." {

type hint;

file "named.root";
+s

zone "sis.pitt.edu" {
type master;
file "sis.zone'";
s
zone "116.142.136.in-addr.arpa" {
type master;
file "sis.rev";

};

Server Configuration (1)
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© SOA

NS
NS
NS
MX 7
MX 8

WWW CNAME
icarus A
acheron A
paradox A

© 0 © O

Server Configuration (2)

File “sis.zone’:

icarus.sis.pitt.edu. mark.icarus.sis.pitt.edu. (

2000102001 ; Serial YYYYMMDDNN
10800 ; Refresh (3 hours)

3600 ; Retry (1 hour)

1209600 ; Expire (14 days)
86400) ; Minimum TTL (1 day)

icarus.sis.pitt.edu.
acheron.sis.pitt.edu.
thing.cs.pitt.edu.

icarus.sis.pitt.edu.
acheron.sis.pitt.edu.

acheron.sis.pitt.edu.
136.142.116.2
136.142.116.10
136.142.116.28
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Server Configuration (3)

File “sis.rev’:

@ SOA icarus.sis.pitt.edu. mark.icarus.sis.pitt.edu. (
2000102001 ; Serial YYYYMMDDNN
10800 ; Refresh (3 hours)

3600 ; Retry (1 hour)
1209600 ; Expire (14 days)
86400) ; Minimum (1 day)

NS icarus.sis.pitt.edu.

NS acheron.sis.pitt.edu.

NS thing.cs.pitt.edu.

PTR icarus.sis.pitt.edu.

10 PTR acheron.sis.pitt.edu.

28 PTR paradox.sis.pitt.edu.

N © © ©
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Server Configuration (4)

File “named.root’:

; formerly NS.INTERNIC.NET
3600000 IN NS A.ROOT-SERVERS.NET.
A ROOT-SERVERS.NET. 3600000 A 198.41.0.4

; formerly NS1.ISI.EDU
3600000 NS B.ROOT-SERVERS.NET.
B ROOT-SERVERS.NET. 3600000 A 128.9.0.107

; formerly C.PSI.NET
3600000 NS C.ROOT-SERVERS.NET.
C ROOT-SERVERS.NET. 3600000 A 192.33.4.12
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Overview I

1. Name Space, Record Types

2. How the DNS works

C3. The nslookup and dig Commands ]

4. Application Program Interface

5. Internet Hosting, Domain Laws
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nslookup (1)

e Unter UNIX, the program nslookup can be used to
query the DNS.

It also exists under Windows 2000, but not under Windows 98 or
Windows ME. There is an interactive mode (if called without para-
meters) and a non-interactive mode (if the query is already specified
on the command line). One can leave the program with “exit”. An
overview of the commands gives “help’.

e nslookup haendel.informatik.uni-halle.de

Server: nsl.Uni-Halle.DE
Address: 141.48.3.3

Name: haendel.informatik.uni-halle.de
Address: 141.48.14.50
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nslookup (2) '

e nslookup 141.48.14.50

Server: nsl1.Uni-Halle.DE
Address: 141.48.3.3

Name: haendel.informatik.Uni-Halle.DE
Address: 141.48.14.50

e nslookup paradox.sis.pitt.edu

Server: nsl.Uni-Halle.DE
Address: 141.48.3.3

Non—authoritative answer:
Name: paradox.sis.pitt.edu

Address: 136.142.116.28
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nslookup (3)

nslookup —-g=any paradox.sis.pitt.edu

Server: nsl1.Uni-Halle.DE
Address: 141.48.3.3

Non—-authoritative answer:

Authoritative answers can be found from:
sis.pitt.edu nameserver = acheron.sis.pitt.edu
sis.pitt.edu nameserver = icarus.sis.pitt.edu
sis.pitt.edu nameserver = thing.cs.pitt.edu

paradox.sis.pitt.edu internet address = 136.142.116.28

acheron.sis.pitt.edu internet address = 136.142.116.73
icarus.sis.pitt.edu internet address = 136.142.116.2
thing.cs.pitt.edu internet address = 136.142.80.5

e More information about non-authoritative answers:
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nslookup (4) l

e One can also select a specific name server, e.q.

nslookup paradox.... acheron.sis.pitt.edu

Server: acheron.sis.pitt.edu
Address: 136.142.116.73

Name: paradox.sis.pitt.edu
Address: 136.142.116.28

e In interactive mode, the server is selected with

NSLOOKUP> server acheron.sis.pitt.edu.

e [ hen one can enter queries to this server, e.g.

NSLOOKUP> paradox.sis.pitt.edu.
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Address:

uni-halle
uni-halle
uni-halle
uni-halle

nslookup (5)

141

.de
.de
.de
.de

Server: nsl.Uni-Halle.de
.48.3.3

nameserver
nameserver
nameserver
nameserver

nsl.uni-halle.de internet
ns2.uni-halle.de internet
ns3.uni-halle.de internet
deneb.dfn.de internet address = 192

e In interactive mode, use “set querytype=ns’ .

e One can specify which record types are requested:

nslookup —-g=ns uni-halle.de.

ns2.uni-halle.de
ns3.uni-halle.de

deneb.dfn.de
nsl.uni-halle.de

address
address
address

141.48.3.3

141.48.3.17

141.48.3.51
.76.176.9
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nslookup (6)

uni-halle.de preference =
uni-halle.de preference

50, mail exchanger
100, mail exchanger

uni-halle.de
origin = nsl.uni-halle.de
mail addr = knauff.urz.uni-halle.de
serial 2004101401
refresh = 10800 (3H)
retry = 1800 (30M)

expire = 604800 (1W)
minimum ttl = 3600 (1H)
uni-halle.de nameserver = ns3.uni-halle.de

uni-halle.de nameserver = deneb.dfn.de
uni-halle.de nameserver = nsl.uni-halle.de
uni-halle.de nameserver = ns2.uni-halle.de

e With -g=any one gets in addition the S0A-record and
the MX-records ( “mail exchanger™).

mailgate.urz.uni-halle
mailgate2.urz.uni-hal
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nslookup (7) l

e Some name servers permit to list all entries in their

domain:
UNIX> nslookup
> server regulus.informatik.uni-hannover.de.
> 1s informatik.uni-hannover.de.
> exit

e Unfortunately, most administrators recently swit-
ched off this possibility.

e \With the option d2 query and answer are listed in
complete detail.
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Other DNS Lookup Tools (1)

e In the last time, nslookup has been criticized quite
a lot for the following reasons:

¢ nslookup does a reverse lookup for the nameser-
ver to which it sends the real query (in order to
print the name of the nameserver).

One can say that nobody asked nslookup to do this, and if it
fails, it prevents the real query from being processed. If one uses
nslookup to diagnose DNS problems, it is not unlikely that this
will happen. Furthermore, nslookup asks the nameserver for its
own name, but it might not know that, and if it is configured to
answer no recursive queries, it cannot ask other servers.
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Other DNS Lookup Tools (2)

e Problems of nslookup, continued:

¢ nslookup might ask other name services, not only
the DNS (e.g. /etc/hosts, NIS). It is not obvious
where the answer came from.

¢ nslookup has its own DNS client. Other programs
are linked with a different DNS resolver library.

Therefore, other programs might still fail when nslookup works,
or vice versa. E.g. the timeout/retry algorithm is different when
there are several nameservers listed in /etc/resolv.conf.

¢ It does not show all data received.

A chain of aliases that is interrupted somewhere is printed as “no
answer’’ .
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Other DNS Lookup Tools (3)

e Other tools for DNS lookup are dig and host.

They are available on our Linux and Solaris computers, but e.g. not
under Windows XP.

e Example: dig www.informatik.uni-halle.de

e [ he output consists of several sections:

¢ First the version and the command are shown
(can be switched on or off with +[no]cmd):

; <<>> DiG 9.3.5-P1 <<>> www.informatik.uni-halle.de

;3 global options: printcmd

;3 Got answer:

; 3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 1379

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 4,
ADDITIONAL: 4
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Other DNS Lookup Tools (4)

e Sections of dig output, continued:

o Next, a summary of the results is given (can be
switched on or off with +[no]comments, this also
influences section headers):

;3 Got answer:

; 3 —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 1379

;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 4,
ADDITIONAL: 4

¢ Then the query is shown (+[no]question):

;5 QUESTION SECTION:
;www.informatik.uni-halle.de. IN A
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3600 IN NS
3600 IN NS
3600 IN NS
3600 IN NS

Other DNS Lookup Tools (5)

e Sections of dig output, continued:

deneb.dfn.de.

ns3.uni-halle.de.
ns2.uni-halle.de.
nsl.uni-halle.de.

¢ The answer follows (+[no]answer): this also influ-
ences section headers):

; 3 ANSWER SECTION:

www.informatik.uni-halle.de. 3600 IN A 141.48.3.149

(3600 is the remaining time-to-live for this entry).

¢ Next, the DNS servers with the authoritative

answer are listed (+[no]Jauthority):

; 3 AUTHORITY SECTION:
uni-halle.de.
uni-halle.de.
uni-halle.de.
uni-halle.de.
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Other DNS Lookup Tools (6)

e Sections of dig output, continued:

o Additional DNS records are listed, typically the
IP numbers of the DNS servers (+[no]additional):

;3 ADDITIONAL SECTION:

nsl.uni-halle.de. 14400 IN A 141.48.3.3
ns2.uni-halle.de. 14400 IN A 141.48.3.17
ns3.uni-halle.de. 14400 IN A 141.48.3.51
deneb.dfn.de. 32374 IN A 192.76.176.9

o Finally, statistics are shown (+[no]stats):

;5 Query time: 2 msec

;3 SERVER: 141.48.3.3#53(141.48.3.3)
;3 WHEN: Thu Apr 30 09:42:50 2009

;3 MSG SIZE rcvd: 203
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Other DNS Lookup Tools (7)'

e One can switch off all sections with +noall and then
switch on selectively certain sections:

dig +noall +answer wWww.acm.org
e [ here is also an option +short for a short output.

e One can query for special resource record types:

dig +noall +answer MX informatik.uni-halle.de
e [ he resource record type ANY works also.
e +trace shows in detail how the query is resolved.

e +search adds the local domain name if necessary.
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Overview I

1. Name Space, Record Types

2. How the DNS works

3. The nslookup and dig Commands

C4. Application Program Interface ]

5. Internet Hosting, Domain Laws
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Program Interface (1)

e T he function gethostbyname returns for a given na-
me a pointer to a structure with information about
a host:

struct hostent {

char *h_name; /* official name of host */
char *xh_aliases; /* alias list *x/

int h_addrtype; /* host address type */

int h_length; /* length of address */
char *xh_addr_list; /* list of addresses */

+;
#define h_addr h_addr_list[0] /* first address */
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Program Interface (2)

e [ he structure is defined in netdb.h under UNIX and
winsock.h/winsock2.h under Windows.

One must include this header file.

e Example:
struct hostent xh;

h = gethostbyname("www.sis.pitt.edu");
e [ he function returns a null pointer in case of errors.

Under UNIX, a new global variable int h_errno is used instead of
errno (which is used by other socket functions). It can have values
like HOST_NOT_FOUND and NO_DATA (valid domain, but no A record) which
are defined in netdb.h. New implementations have hstrerror. Under
Windows, one can use WSAGetLastError() as for the other functions.
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Program Interface (3)

e For IP-addresses, h->h_addrtype iS AF_INET.

For safety, check also that h->h_length == sizeof(struct in_addr) be-
fore calling memcpy below. For IPv6, h->addrtype will be AF_INET6 and
h->h_length will be 16.

e [ hen, if addr is declared as struct sockaddr_in, one

can copy the IP address with

memcpy (& (addr.sin_addr), h->h_addr_list[O0],
h->h_length) ;

T his works because gethostbyname returns numbers
iIn the network byte order.
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Program Interface (4) l

e T he function gethostbyaddr returns the same struc-

ture for a given IP-number:

struct hostent *h;
struct in_addr a;
a.s_addr = inet_addr("134.176.28.60");
if (a.a_addr == INADDR_NONE)

/* Invalid address (or broadcast) */
h = gethostbyaddr(&a, sizeof(a), AF_INET);
if(h == 0) /* Error */

e Use uname Or gethostname followed by gethostbyname
to determine the local IP address.
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Overview I

1. Name Space, Record Types

2. How the DNS works

3. The nslookup and dig Commands

4. Application Program Interface

CS. Internet Hosting, Domain Laws ]
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Internet Hosting (1)

e If one is connected to the internet, one can operate
one’'s own web server.

Of course, one should to be connected around the clock in order
for the web server to be reachable without restrictions. A flatrate
iSs not intended for this application, e.g. the Telekom automatically
disconnects their flatrate customers after 24 h connection time. One
can immediately reconnect, but is assigned a new IP address. There
are dynamic DNS servers which permit to change the mapping from
names to IP-addresses easily, so that one can keep a stable name.

e An alternative is to rent space on a web server
(WWW Hosting).

Many online services and ISPs include some webspace, but only in a
subdirectory of their web server, not under one's own domain.

Stefan Brass: Grundlagen des World Wide Web Universitat Halle, 2016




2. The Domain Name System 2-68

Internet Hosting (2)

e It is possible to apply for a domain and let this
domain name refer to a host on which one has
rented web space.

e Often many domains will point to the same host.

For private applications, it would be too expensive to rent an entire
computer.

e If the host has as many IP numbers, it can use the
contacted IP address for the decision which web
page should be delivered.

Although it is really only one machine with a single web server, it
looks like many machines, each with a web server running.
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Internet Hosting (3)

e But IP numbers are a scarce resource. T herefore,
today many different domain names are mapped to
the same IP number.

e In HTTP/1.1, the request for a web page contains
the name of the server, and therefore a single ma-
chine can look like many different web servers, alt-
hough all have the same IP number.

With HTTP/1.0, it does not work. There the web server does not
get the information about the requested host name. The protocol
designers assumed that the WWW-server knows its own host name.
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Web-Hosting Companies'

e 1&1: [https://hosting.1undl.de/]

e Strato: [http://www.strato.de/]

e HOST EUROPE: |https://www.hosteurope.de/]
e One.com: [https://www.one.com/de/]

e DomainFactory: [https://www.df.eu/]

e All-Inkl.Com: [http://all-inkl.com /webhosting /]
e webhoster.de AG: [https://webhoster.ag/|

e ... and many more
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Web-Hosting: Example (1)

Strato PowerWeb Starter:
e 3.90 €/Month (46.80 €/year)

If one signs a contract for 12 months, the first six months are free.
In any case, there is a one-time installation charge of 14.90 €.
[https://www.strato.de/hosting /|

e One domain

Within one of the following top-level domains: de, eu, com, net, org,
info, biz, com.de. One can get additional domains for an extra charge.
The price varies by top-level domain, e.g. info costs 1.49 €/month,
tv costs 4.99 €/month.

e 30 GB webspace (storage space for web pages etc.)
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Web-Hosting: Example (2)

Strato PowerWeb Starter, Continued:
o PHP, MySQL

PHP Version 7. Also a number of optional library modules for PHP.
Perl is included, too. Python and Ruby are included only in more
expensive hosting offers. One also has to select a more expensive
offer if one wants cron jobs (programs executed at specific times).
Backups of the database are included.

e A big selection of content management systems
and other web applications is included.

E.g. Wordpress, Joomla!, TYPO3, Drupal. Some online shops: Pre-
staShop, Gambio. Web analysis software: Piwik. Wiki: MediaWiki.
Blog: Serendipity. Forensoftware: phpBB. Lernplattform: Moodle.
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Web-Hosting: Example (3)

Strato PowerWeb Starter, Continued:
e EMail: POP3/IMAP, 1000 Accounts, 10 GB

Includes also Strato Webmail, configurable Spam-Filter, autorespon-
der, server-side antivirus.

e Unlimited traffic
e Usage Statistics: Log-Files and graphical overview.

e [ here are many suggestions for additional services.

Costing additional money. E.g. a 7/24 expert hotline, a service to be
entered into web catalogues, adverisements.
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Web-Hosting: Domain Only

e Strato offers a .de-Domain for 0.79 €/month.
The first 12 months cost only 0.25 €/month. There is no installation

fee. Probably there will be costs if one should choose to move the
domain later to a different web hoster.

e [ his includes a “Digital Business Card".

Probably this means that the name and other prescribed information
is shown in a fixed format. I.e. one cannot upload arbitrary HT ML
pages, only fill out a web form with basic data.

e Alternatively, one can redirect to a different web
address.

The users of the web page will see the other domain (which is the
difference to an additional domain for a normal web hosting package).
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Selection Criteria (1)

e Will one be registered as domain owner and admi-
nistrative contact for the domain at DENIC?

Important for changing to a different web hosting company later.
Even if one is the domain owner, there may be a fee for the domain
transfer.

e Can arbitrary web pages and other files be stored?

Some cheap offers have only one webpage with a fixed format. Other-
wise, one gets F TP access to upload arbitrary files on the web server.

e How many domains? AISO .com, .net, .org, etc?
Subdomains?
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Selection Criteria (2)

e How much disk space for files on the web server
( “webspace” )7

e Data transfer volume per month?

If the pages are accessed very often (e.g. from a robot operated by
some hacker), that can cause large extra costs. Some companies offer
to simply switch the website off when he quota is reached, others only
send a warning email, others maybe not even that.

e Does one get statistical data about web accesses?

Nice graphical representation? How detailed (e.g. server log files)?

e Redirection to an existing web server?
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Selection Criteria (3)

e Can one use CGI programs?

Only select one from a fixed collection or write one’'s own programs?
If yes, what languages are supported? Telnet/SSH access would be
useful for debugging the programs, but is not strictly needed. The
operating system might be interesting.

e Can the CGI programs access a database?

If yes, what DBMS? Are there restrictions in the SQL language
(e.g. MySQL)? Does it have support for transactions? What about
the safety of the data: Does the DBMS write log files, does anybody
make backup copies?

e Online shop included?
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Selection Criteria (4)

e SSL-support (https:)?

Passwords and credit card numbers should be encrypted while sent
through the internet. One needs an SSL certificate to use https:.
There will be warnings if the certificate is not signed by a well-known
authority. Some hosting offers include certificates.

e Can certian pages be password-protected?

e Email Accounts??

POP3 mailboxes, email forwarding, autoresponder? How large can
the emails and their attachments be? How large is the mailbox? Are
emails automatically deleted after some time? Can an SMS be sent
for incoming emails (and what does this cost)? Can emails be sent
via fax?
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Selection Criteria (5)

e Is software included?

Some software is shipped on a CD, other software has to be used via
the web on the server of the web hosting company. Sometimes the
software is much more expensive if bought separately.

e [echnical support in case of problems?

Sometimes this is very expensive (e.g. telephone support via 0190-
number). Is there a hotline 7 days a week, 24 h a day?
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Selection Criteria (6)

e How available is the web server?

If the web server is often not reachable/down, this is a problem.
E.g. are there redundant internet connections? Do they have battery
backup for power failures?

e How fast is the internet connection of the server?

If most customers live in Germany, the server should probably be in
Germany with a fast connection to the DE-CIX.

e Does the web hosting company make backups of
the data on the web server? Do they use RAID-
systems?
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Domain Laws (1)

e See: [[http://www.domain-recht.de/]

e \When one registers a domain, one has to sign that
one does not violate rights of other persons or com-
panies, and that one will pay the fees for lawsuits.

This is probably the main reason why one is today normally registered
as domain owner.

e Trademarks/company names may not be registe-
red, even if by chance it is ones own family name.

Also combinations like microsoft-haters.de can be problematic as well
as small changes like microsaft.de.
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Domain Laws (2)

e Names of persons belong to these persons.

e [itles of journals, books, software, films are pro-
tected if they are very well known or there is a
possibility of confusion.

e Names of cities or countries belong to them.

In addition, DENIC does not permit auto license city codes.

e Names of government agencies belong to them.

e "Typing error domains’ like aliavista.com belong
to the owner of the corresponding well known do-

Mmain altavista.com.
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Domain Laws (3)

e (General descriptive names like database-course.de
are not forbidden.

Such domains gets the first person who requests them, even though
there are other database courses.

e mitwohnzentrale.de was acceptable.

There were several lawsuits, and the special circumstances of the
case were important. For instance, tauchschule-dortmund.de was |lost
at another court. An important question is whether the web user will
think that there are other companies or not.

e Domains are sold, sometimes for large sums.

The internet community thinks that this is an abuse. Judges assumed
for quite some time that trading domains is immoral. The domain
loans.com was sold for 3 Mio $.
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Domain Laws (4)

e [ herules for domain names depend on the top-level
domain (they are determined by the registrar).

At least, the registrar has the technical possibility to change the name
server entries. Of course, one can also go before a usual court.

e Some domains were |lost because bills of the regi-
strar were not paid in time.

e All registrars for the domains .com, .org, .net ha-
ve adopted the “Uniform Domain Name Dispute
Resolution Policy” .

[http://www.icann.org/udrp/udrp-rules-240ct99.htm|
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http://www.icann.org/udrp/udrp-rules-24oct99.htm

2. The Domain Name System 2-85

Domain Laws (5)

e The UDRP requires that a domain is transfered if
the complainant proves three things:

¢ T he domain name is identical or confusingly si-
milar to a trademark owned by the complainant.

¢ T he current owner of the domain has no rights
or legitime interests in the domain.

¢ The domain was registered with evil purpose.

E.g. in order to sell it, to get page hits because of the confusion,
or to disturb the business of the complainant.
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