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Lernziele'

Nach diesem Kapitel sollten Sie Folgendes konnen:

e Einige Vorgehensweisen von Hackern erklaren.
e Sicherheitsrelevante DBMS Funktionen erklaren.
e Die SQL Befehle GRANT und REVOKE benutzen.

e Einige Grundzuge des deutschen Datenschutzrech-
tes beim Aufbau von Datenbanken berucksichtigen.

Oder zumindest erkennen, wann Sie weitere Informationen einholen
mussen.
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Inhaﬁ'
[1. Anforderungen )

2. Deutsches Datenschutzrecht
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DB-Sicherheit: Motivation (1)

e Information: wichtiger Aktivposten von Firmen.
Darf nicht in die Hande der Konkurrenz gelangen.

Z.B. Kundendaten, Einkaufspreise, Produkt-Zusammensetzungen.

o Es gibt Gesetze zum Schutz vertraulicher Daten.

Wenn man z.B. zulaBt, daB ein Hacker Zugriff auf Kreditkartennum-
mern bekommt und diese Daten dann miBbraucht, konnen hohe Scha-
denersatzforderungen entstehen. AuBerdem: schlechte Reputation.

e Die Vertraulichkeit bestimmter Daten muB auch in-
nerhalb der Firma geschiutzt werden (z.B. Gehalter).

Man mul3 auch verhindern, daB Angestellte einfach alle Daten mit-
nehmen konnen, wenn sie die Firma verlassen.
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DB-Sicherheit: Motivation (2)

e Falls es einem Hacker gelingen sollte, alle Daten zu
lOoschen, oder vollstandig durcheinander zu bringen,
entsteht ein gewaltiger Schaden fur die Firma.

Man sollte mindestens noch Sicherungskopien haben, auch offline, und
an einem anderen Ort untergebracht (wegen einem moglichen Brand
im Rechnerraum). Aber die Wiederherstellung dauert, und die letzten
Anderungen sind schwer zu rekonstruieren.

e Unautorisierte Anderungen / Verfalschungen der
Daten mussen verhindert werden, z.B. sollten An-
gestellte nicht ihr eigenes Gehalt andern konnen.

Bestimmte Geschaftsregeln — wer darf was tun — sollten durch das
Informationssystem automatisch sichergestellt werden.
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Sicherheits-Anforderungen (1)'

Es sollte moglich sein . ..

e sicher zu stellen, dalB nur die tatsachlich legitimier-
ten Benutzer Zugriff auf die Datenbank haben.

— Benutzer Identifikation/Authentifikation

o festzulegen, welcher Nutzer welche Operationen
auf welchen DB-Objekten durchfuhren darf.

— Benutzer-Autorisierung

e die Aktionen der Benutzer zu protokollieren.

— Auditing
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Sicherheits-Anforderungen (2)

Es sollte auch moglich sein ...

e die Benutzung von Resourcen (Platten-Platz, CPU-
Zeit) fur jeden Nutzer zu begrenzen (Quotas).

Sonst kann ein einzelner Nutzer die ganze Datenbank zum Stillstand
bringen.

e Gruppen von Benutzern mit den gleichen Rechten
ZU verwalten.

Umgekehrt kann ein Nutzer auch unterschiedliche Rollen haben.

e mehrere Administratoren mit unterschiedlichen Be-
fugnissen zu haben (nicht nur einen einzelnen Nut-
zer “root”, der alles darf).
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Sicherheits-Anforderungen (3)'

Es sollte auch moglich sein ...

e die Vertraulichkeit und Integritat der Daten auch in
einer Netzwerk-Umgebung zu garantieren.

Oft geschieht die Client-Server Kommunikation unverschllsselt.

e Sicher zu stellen, dalB niemand direkten Zugriff auf
die Daten hat (und damit die Zugriffskontrolle der
Datenbank umgeht).

e darauf zu vertrauen, dal nicht durch Programmier-
fehler im DBMS Sicherheitslicken bestehen (oder
sie wenigstens schnell korrigiert werden).
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Benutzer-Authentifikation (1)

e Ublich ist, daB sich Benutzer mit Passworten ge-
genuber dem System ausweisen.

e Zum Teil fuhren die DBMS selbst eine Benutzer-
Identifikation durch, zum Teil verlassen sie sich auf

das Betriebssystem.

Beide Moglichkeiten haben Vor- und Nachteile: Es ist bequem, nicht
mehrfach Passworte eingeben zu mussen, und es ist besser, wenn An-
wendungsprogramme keine Passworte enthalten. Aber in einer Client-
Server-Umgebung kann man nicht so sicher sein, daBB der Benutzer auf
dem Client tatsachlich die Person ist, die er/sie behauptet, zu sein
(und daB der Computer wirklich der richtige Computer ist). Manche
Client-Betriebssysteme haben ein schwacheres Sicherheitssystem als
der Server (bei manchen PCs kann jeder eine Boot-CD einlegen).
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Benutzer-Authentifikation (2)

e Es ist gefahrlich, wenn des gleiche Passwort immer
wieder genutzt wird.

Wenn ein Hacker das Passwort irgendwie beobachten kann, kann er
es auch nutzen. Banken senden ihren Kunden typischerweise Listen
mit Einmal-Passworten (TANS).

e Einige Administratoren zwingen die Nutzer, ihre
Passworte in regelmalBigen Abstanden zu andern.

Z.B. jeden Monat. Dies kann aber zu schwacheren Passworten fuhren,
(und zu haufigeren Problemen mit vergessenen Passworten), als wenn
der Benutzer ein neues Passwort nur wahlt, wenn er dazu bereit ist.
Wenn ein System den Benutzer zwingt, sein Passwort zu andern,
pruft es Ublicherweise auch, dalB neues und altes Passwort sich deutlich
unterscheiden, und dalB der Benutzer nicht zu schnell zuruck wechselt.
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Benutzer-Authentifikation (3)

e Trojaner sind Programme, die neben der Haupt-
funktion, fur die sie eingesetzt werden, im Verbor-
genen noch andere (schlechte) Dinge tun.

e Speichern Sie nie ein Passwort fur einen anderen
Computer auf der Festplatte Ihres Computers. Das
gilt auch fur Cookies, die Passworte ersetzen.

Wenn Sie sich auf diese Art bei dem anderen Rechner einloggen
konnen, ohne ein Passwort einzugeben, kann das auch jemand, der
sich (z.B. mit Trojaner) die entsprechenden Daten von Ihrem System
besorgt. Wenn das Passwort in einer Datei steht, ist es besonders
einfach, und betrifft auch Passworte, die Sie nicht nutzen, wenn der
Trojaner aktiv ist. Je nach Betriebssystem konnte er aber auch Ta-
stendriucke mitloggen oder den Hauptspeicher anschauen.
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Benutzer-Authentifikation (4)

e Passworte sollten nicht leicht zu raten sein.

Der Name Ihrer Freundin/Ihres Freundes, Ihrer Lieblings-Popgruppe
(Autor, Schauspieler, Film, Urlaubsland, etc.), Ihre Telefonnummer,
Adresse, Geburtsdatum waren besonders leicht. Falls es einem Hacker
gelingt, an eine verschlusselte Version Ihres Passwortes zu kommen,
kann er mit einer schnellen Verschlusselungsroutine viele Worte pro-
bieren (selbst wenn eine direkte Entschliisselung nicht madoglich ist).
Ein Hacker wilrde in so einem Fall den Duden durchprobieren, alle
Namen von Personen, Popgruppen, relativ lange Folgen von Ziffern,
zumindest alle kurzen Folgen von Kleinbuchstaben, etc. AuBerdem al-
les auch ruckwarts und auf verschiedene andere Arten leicht verandert.
Deswegen wird empfohlen, dalBB ein gutes Passwort nicht zu kurz sein
sollte, und Buchstaben, Ziffern, und Sonderzeichen enthalten sollte.
Um eine moglichst zufallige Buchstabenfolge zu bekommen, kann man
sich einen Satz denken und davon die Anfangsbuchstaben nehmen.
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Benutzer-Authentifikation (5)

e Wenn ein System mehrere Anmeldeversuche mit
falschem Passwort entdeckt, sollte es einen Alarm
auslosen und eventuell den Account sperren.

AuBerdem gibt es oft eine kunstliche Verzogerung, bevor das Pro-
gramm dem Benutzer mitteilt, dalB die Anmeldedaten falsch waren.
So kann ein Hackerprogramm nicht viele Worte in kurzer Zeit probie-
ren. Das Sperren des Accounts bestraft aber den korrekten Nutzer.

e Viele DBMS haben Default-Passworte fur den Ad-
ministrator. Diese mussen sofort geandert werden.

Z.B. hat in Oracle der automatisch angelegte Administrator-Account
SYSTEM das Passwort MANAGER, und das Passwort flir SYS (kann alles)
ist CHANGE_ON_INSTALL. Jeder Hacker weil3 das. In SQL Server hat der
machtigste Account sa direkt nach der Installation kein Passwort.
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Benutzer-Authentifikation (6)

e Man sollte Gast-Accounts |oschen oder sperren.

Oracle hat einen Account SCOTT mit Passwort TIGER. SQL Server hat
einen Account guest, fur Windows-Nutzer, die der Datenbank un-
bekannt sind. Prufen Sie die Accounts im System in regelmalBigen
Abstanden und sperren Sie alle, die nicht wirklich benotigt werden.

e Das die meisten DBMS Client-Server Systeme sind,
ist der DB-Server automatisch am Netz, sobald Ihr
Rechner mit dem Internet verbunden ist.

In dieser Hinsicht verhalt sich der DB-Server ahnlich wie ein Web-
Server. Selbst wenn der Hacker sich nicht beim Betriebssystem an-
melden kann, kann er sich vielleicht bei der Datenbank anmelden.
Oracle wartet normalerweise auf Port 1521 auf Verbindungen, die
Default-SID ist “ORCL'.
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Benutzer-Authentifikation (7)

e \Wird ein Passwort unverschlusselt uber das Internet
verschickt, konnen es Hacker eventuell lesen.

¢ Beim klassischen Ethernet kann man alle Pakete
Mmitlesen, die uber das Netz geschickt werden.

Mit modernen Switches ist das nicht mehr moglich, aber erst,
nachdem der Switch die Adressen der angeschlossenen Rechner
gelernt hat. Man kann sich also nicht darauf verlassen, dalB andere
Rechner, die an das lokale Netz angeschlossen sind, die Daten-
pakete nicht auch erhalten.

¢ Die Route, die Datenpakete uber das globale In-
ternet nehmen, ist kaum vorhersehbar.

Ein Gateway wird vielleicht von einem Hacker betrieben, oder ist
schon von einem Hacker ‘“‘geknackt”.
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Benutzer-Authentifikation (8)

e \Wenn Sie ein Passwort eingeben, achten Sie dar-
auf, dalB Sie auch mit dem richtigen Programm
bzw. dem richtigen Computer verbunden sind.

Friher gab es Programme, die wie ein UNIX Login Prompt aussahen,
aber das Passwort an einen Hacker schickten.

Der Suchpfad fur Kommandos darf nur vertrauenswiurdige Verzeich-
nisse enthalten (z.B. nicht “.”). Sonst bekommt man vielleicht ein
ganz anderes Programm, wenn man z.B. ‘sqglplus’ aufruft.

Es gibt viele “Phishing” (“password fishing” ) EMails, die z.B. behaup-
ten, von der eigenen Bank zu kommen, und zur Eingabe von PIN und
TAN auffordern. Tatsachlich kommt man mit der URL aber auf eine
Hacker-Webseite, die wie die echte Webseite der Bank aussienht.
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Benutzer-Authentifikation (9)

e Man sollte moglichst nicht das gleiche Passwort fur
verschiedene Systeme (auch Webshops) nutzen.

Angestellte des Webshops konnen Ihr Passwort moglicherweise im
Klartext lesen.

e Sagen Sie Ihr Passwort (auch PIN etc.) nie offiziell
klingenden Unbekannten am Telefon!

Z.B. dem technischen Support des Rechenzentrums, das gerade auf
LDAP umstellt, und Ihnen die Muhe ersparen mochte, ins Rechenzen-
trum zu kommen, und dort Ihr Passwort noch einmal einzutippen.
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Zugriffsrechte (1)

e Oft haben verschiedene Nutzer einer Datenbank
auch verschiedene Rechte.

e Kommandos bestehen aus

o “Subject” (der Benutzer, der es ausfiihrt),
o “Verb” (die Operation, z.B. "INSERT), und
o “"Objekt” (typischerweise eine Tabelle).

e In SQL kann man mit dem GRANT-Kommando (s.u.)
definieren, welche dieser Tripel erlaubt sind.

Das DBMS speichert also eine Menge von Tripeln (u,o0,d), aus Benut-
zer u, Operation o (im wesentlichen SELECT, INSERT, UPDATE, DELETE),
Objekt/Tabelle o. Eigentlich Quadrupel: Wer hat das Recht erteilt?
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Zugriffsrechte (2) I

e Das Subjekt-Verb-Objekt Modell fur die Zugriffs-
rechte hat aber Einschrankungen:

¢ Kommandos wie “CREATE TABLE" beziehen sich
nicht auf existierende Objekte, aber man mul

ihre Benutzung einschranken konnen.
Prinzip: Jeder sollte nur das tun konnen, was er tun mub.
o Fur DB-Administratoren sollen die normalen Zu-
griffsbeschrankungen nicht gelten. Es soll aber
auch nicht jeder Administrator alles konnen.

GroBe Firmen haben mehrere Administratoren.
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Zugriffsrechte (3) I

e \Wahrend das Subjekt-Verb-Objekt Modell sehr por-
tabel ist (schon im SQL-86 Standard enthalten),
sind die Erweiterungen zur Losung der obigen Pro-
bleme meist vorhanden, aber sehr systemabhangig:

o QOracle hat neben Objektrechten nach dem obi-
gen Modell noch eine groBe Anzahl von System-
rechten (wer darf welches Kommando/Verb be-
nutzen, ggf. auch fir beliebige Objekte).

¢ Andere Systeme unterscheiden oft nur wenige
Benutzerklassen, die verschieden privilegiert sind.
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Zugriffsrechte (4) I

e Sichten und serverseitige Prozeduren (“stored pro-
cedures” ) erlauben es, Objekte zu verkapseln:

o Z.B. ist es moglich, dall ein Benutzer fur eine
Tabelle selbst kein SELECT-Recht hat, aber uber
eine Sicht bestimmte Zeilen/Spalten oder aggre-
gierte Daten sehen darf.

o Es ist auch moglich, dalB ein Benutzer kein di-
rektes INSERT-Recht fur eine Tabelle hat, aber
eine Prozedur benutzen kann, die Daten in diese
Tabelle nach zusatzlichen Prufungen einfugt.
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Sicherheitsmodelle'

e Es gibt zwei grundlegend verschiedene Sicherheits-
modelle. Normale Datenbanksysteme implementie-
ren nur das erste:

o “Discretionary Access Control” erlaubt den Ad-
ministratoren, die Zugriffsrechte nach Belieben
ZU vergeben.

o "Mandatory Access Control” basiert auf einer
Klassifizierung von Benutzern und Daten.

Z.B. "confidential”, “secret”, "top secret”. Benutzer kdnnen nur
Daten auf der eigenen oder einer niedrigeren Sicherheitsebene le-
sen, und nur Daten auf der eigenen oder einer hoheren Sicher-
heitsebene schreiben.
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Auditing'

e In manchen Systemen kann man die Aktionen der
Benutzer mitprotokollieren lassen.

Das gibt typischerweise Arger mit dem Betriebsrat, eventuell auch mit
dem Datenschutz. Man beachte, daB nicht nur erfolgreich ausgefuihrte
Kommandos protokolliert werden mussen, sondern auch Kommandos,
die z.B. wegen nicht ausreichender Zugriffsrechte abgelehnt wurden.

e SO kann man wenigstens hinterher herausfinden,
wer fur ein Problem verantwortlich ist.

e Eventuell fallen bei einer Kontrolle auch merkwurdi-
ge Muster auf, bevor wirklich ein Schaden eintritt.

Man mulB sehr selektiv mitprotokollieren, wenn man im Protokoll wirk-
lich noch etwas Interessantes finden will.
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Datensicherheit'

e Niemand (der nicht ohnehin DBA Rechte hat) soll-
te direkten Zugriff auf die Daten haben (und damit
die Zugriffskontrolle der Datenbank umgehen).

Aus Performance-Grunden werden die Daten normalerweise unver-
schlusselt in Betriebssystem-Dateien gespeichert. Wer auf diese Da-
teien Zugriff hat, kann auch ohne DB-Account die Daten darin lesen.

e Backup Bander mussen weggeschlossen werden.

e In Deutschland wurde ein PC gestohlen, der ein
AIDS-Register enthielt. In den USA sind mehrere
Notebooks der CIA mit geheimen Unterlagen ver-
schwunden.
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Datenschutzrecht (1)

e In diesem Abschnitt sollen die VVorschriften des Bun-
desdatenschutzgesetzes erklart werden.

Ich bin kein Jurist, und der zur Verfugung stehende Platz ist nicht
ausreichend fur eine vollstandige Erklarung. Alle Angaben sind ohne
Gewahr. Wenn es wirklich wichtig ist, informieren Sie sich bitte bei
einem Juristen.

e Das Gesetz soll davor schutzen, dal man durch
Umgang mit seinen personenbezogenen Daten in
seinem verfassungsmalig garantierten Personlich-
keitsrecht beeintrachtigt wird (freie Selbstbestim-
mung bei der Entfaltung der Personlichkeit).
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Datenschutzrecht (2)

e Es soll vermieden werden, dall “Blrger nicht mehr
wissen konnen, wer was wann bei welcher Gelegen-
heit uber sie weil3."

e Man soll normalerweise selbst uber die Preisgabe
und Verwendung seiner personenbezogenen Daten

bestimmen konnen (“Informationelle Selbstbestim-
mung’ ).

e Personenbezogene Daten sind “Einzelangaben uber
personliche oder sachliche Verhaltnisse einer be-
stimmten oder bestimmbaren naturlichen Person’.
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Datenschutzrecht (3)

e Das Gesetz bezieht sich nicht auf aggregierte oder
anonymisierte Daten.

e Ebenfalls ausgenommen sind Daten, die ausschliel3-
lich fur personliche oder familiare T atigkeiten erho-
ben/verarbeitet werden.

e Das Gesetz gilt auch fur “nicht-automatisierte Da-
teien’.

Es ist also nicht richtig, dall das Gesetz grundsatzlich erst dann an-
wendbar ist, wenn die Daten in einem Computer gespeichert werden.
Die Daten miussen aber gleichartig aufgebaut sein und nach bestimm-
ten Merkmalen zuganglich sein (Kartei).
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Datenschutzrecht (4) l

Besonders schutzungswerte, sensitive Daten:

o ""Besondere Arten personenbezogener Daten” sind:

rassische und ethnische Herkunft

politische Meinungen

religiose oder philosophische Uberzeugungen
Gewerkschaftszugehorigkeit

Gesundheit

o Sexualleben

R R R R

e FUr diese Daten gelten teilweise verscharfte Vor-
schriften (s.u.). Sie miussen in jeder Einverstand-
niserklarung explizit genannt werden.
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Datenschutzrecht (5) l

Verbot mit Ausnahmen:
e Personenbezogene Daten durfen nur abgespeichert
werden, wenn
o der Betroffene zugestimmt hat,

o die Daten aufgrund eines Gesetzes gespeichert
werden mussen,

¢ die Daten zur Erflullung eines Vertrages (0.d.)
Mmit dem Betroffenen gespeichert werden miussen,

¢ ... (Fortsetzung siehe nachste Folie)
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Datenschutzrecht (6) l

Verbot mit Ausnahmen, Forts.:

e Zulassige Grunde fur die Speicherung personenbe-
zogender Daten, Forts.:

¢ wenn es zur Wahrung berechtigter Interessen der
Firma notig ist, und es keinen Grund zur Annah-
me gibt, daB schutzwlirdige Interessen des Be-
troffenen uberwiegen,

¢ die Daten allgemein zuganglich sind oder ver-
Ooffentlicht werden durften.

Sofern keine schutzwiurdigen Interessen entgegenstehen.
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Datenschutzrecht (7)

Zweckbindung der Daten:
e Daten mussen fur einen speziellen Zweck gesam-
melt werden und durfen spater nur unter bestimm-
ten Voraussetzungen fur andere Zwecke verwendet

werden:

¢ Wahrung berechtigter Interessen (wie oben)

o Daten allgemein zuganglich (wie oben)

¢ Wahrung berechtigter Interessen eines Dritten,

Mit Einschrankungen, z.B. bei strafbaren Handlungen, oder An-
gaben des Arbeitgebers auf arbeitsrechtliche Verhaltnisse.
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Datenschutzrecht (8)

Zweckbindung der Daten, Forts.:

e Grunde fur Nutzung von Daten zu anderen Zwecken
als bei der ursprunglichen Erhebung, Forts.:

o Abwehr von Gefahren fur die staatliche Sicher-
heit, Verfolgung von Straftaten

o Werbung/Marktforschung mit Einschrankungen

Wenn es sich eine Liste von AngehoOrigen einer Personengrup-
pe handelt, die nur die Zugehorigkeit zu der Gruppe, Berufsbe-
zeichnung, Namen, akademische Titel, Anschrift und Geburtsjahr
enthalt, und kein Grund zur Annahme besteht, dalB der Betroffene
ein schutzwdurdiges Interesse hat, das dem entgegensteht.

¢ Fir Forschungszwecke (unter Bedingungen).
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Datenschutzrecht (9) l

Benachrichtigungspflicht:

e Personen mussen daruber informiert werden,
¢ dalB Daten uber sie gespeichert werden,
¢ welche Arten von Daten das sind,
¢ was der Zweck der Datenverarbeitung ist,
o wer die Daten speichert (Stelle/Firma)

(falls sie es nicht ohnehin schon wissen).

e ES gibt aber viele Ausnahmen von der Benachrich-
tigungspflicht, siehe nachste Folie.
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Datenschutzrecht (10) l

Ausnahmen von der Benachrichtigungspflicht:

e Daten mussen per Gesetz gespeichert werden

e Daten entstammen einer offentlichen Quelle,
unverhaltnismaliger Aufwand

e Daten mussen geheim gehalten werden
(Gesetz oder iiberwiegendes Interesse eines Dritten)

e Wirde Geschaftszweck erheblich gefahrden
(und kein lUberwiegendes Interesse des Betroffenen)

e Werbezwecke mit eingeschrankten Daten (s.0.),
unverhaltnismaBiger Aufwand.
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Datenschutzrecht (11)

Datenschutzbeauftragter:

e Firmen oder Offentliche Stellen, die personenbe-
zogende Daten verarbeiten, mussen einen Daten-
schutzbeauftragten bestellen.

Bei Firmen gilt das nur, wenn mindestens 10 Personen standig mit
der Verarbeitung dieser Daten beschaftigt sind. Handelt es sich aber
um besonders schutzenswerte Daten, oder handelt die Firma mit den
Daten, ist ein Datenschutzbeauftragter unbedingt notig.

e Der Datenschutzbeauftragte mul3 die erforderliche
Fachkunde und Zuverlassigkeit besitzen.

e Er ist in Ausubung dieser Tatigkeit weisungsfrei.
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Datenschutzrecht (12) l

Datenschutzbeauftragter, Forts.:

e Der Datenschutzbeauftragte
¢ uberwacht die ordnungsgemalBe Anwendung der
Datenverarbeitungsprogramme,
¢ schult die Benutzer in den Vorschriften des Da-
tenschutzes,
¢ ist rechtzeitig uber Vorhaben zur Verarbeitung
personenbezogener Daten zu informieren.

e Es gibt auch externe Berater als Datenschutzbe-
auftragte.
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Datenschutzrecht (13)

Meldepflicht:

e Die Verarbeitung personenbezogener Daten ist den
zustandigen Aufsichtsbehorden zu melden, sofern
man keinen Datenschutzbeauftragten hat.

Die Meldepflicht entfallt aber, wenn unter 10 Personen mit der Ver-
arbeitung der Daten beschaftigt sind, und die Betroffenen ihr Ein-
verstandnis erklart haben, oder es der Abwicklung eines Vertrages
oder ahnlichen Vertrauensverhaltnisses dient.

e Hat die Firma einen Datenschutzbeauftragten, mul3
der naturlich entsprechend informiert werden.

e Falls man mit den Daten handelt, gilt die Melde-
pflicht an die Behorden auf jeden Fall.
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Datenschutzrecht (14) l

Inhalte der Meldepflicht:
e Verantwortliche Stelle (Firma, DV-Leiter)

o /weck der Datenerhebung und -Verarbeitung

e Betroffene Personengruppen

e Daten oder Datenkategorien

e Empfanger, denen Daten mitgeteilt werden konnten
e Regelfristen flur die Loschung der Daten

e geplante Datenubermittlung in Drittstaaten

e MaBnahmen zur Datensicherheit
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Datenschutzrecht (15) l

Vorabkontrolle:

e Wahrend normalerweise diese Meldung ausreicht,
ist bel besonders kritischen Fallen eine Vorabkon-
trolle notwendig:

o bei besonders sensitiven Daten (Folie 11-29)

¢ wenn die Verarbeitung der Daten dazu bestimmt
Ist, Personlichkeit, Fahigkeiten, Leistung des Be-
troffenen zu bewerten.

e Zustandig ist der Datenschutzbeauftragte

Kann sich in Zweifelsfallen an die Behorde wenden.
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Data Privacy Law (16)

Sensitive Data:

e If the data is especially sensitive, the data proces-
sing must be checked by the state authories or data
privacy commissioner before it starts.

Sensitive data is defined as data about race, ethical origin, politi-
cal opinions, religious or philosophical convictions, membership in a
work's union, health, or sexual life. In addition, any data processing
that is used to evaluate the personality, performance, or behaviour of
persons must first be checked.

e Sensitive data must be explicitly mentioned in any
agreement to store one’s personal data.

There are special restrictions who may store sensitive data.
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Data Privacy Law (17)

Exclusion of “Computer Only” Decisions:

e It is forbidden to use only computer programs for
Mmaking decisions about people that have important
negative consequences for them.

At least, the affected people must be told about this and given the
chance to explain their point of view, in which case the decision must
be considered again. If a person asks, the basic logic of the automized
decision must be explained.
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Data Privacy Law (18)'

Right of Information:
e Persons about which data is stored can ask the
company/agency
¢ what data is exactly stored about them,
¢ what was the source for these data,
¢ for which purpose the data is stored,
o

to whom the data was transmitted.

e This question usually must be answered (and in
most cases without payment).
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Data Privacy Law (19)

Right of Information, Continued:

e Of course, police and similar state authories are
exceptions for the right of information.

If a company sells the data, it might not have to answer the question
to whom the data was transmitted because this might be a business
secret. However, a judge may have to decide what is more important.
Companies who sell data might be able to require a payment for the
answer if the answer can be used for earning money (seems unusual).
The required payment may never be more than the actual cost. If there
iS reason to assume that the stored data is incorrect, no payment can
be required for the answer.

e However, the federal data privacy commissioner can
be asked to check the data.
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Data Privacy Law (20)

Right of Correction:

e Incorrect data must be corrected.

If the affected person claims that the data is incorrect and it is not
possible to determine whether the data is indeed correct or incorrect,
the data must be blocked (can no longer be used, marked as deleted).
This does not apply to companies who sell data but they must attach a
statement of the affected person (counterrepresentation) to the data
and are not allowed to transmit the data without this statement.

e If the data was already transmitted, the recipient
must be informed.

Unless the effort for this would be too big compared to the problem
for the affected person.
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Data Privacy Law (21)

Requirement of Deletion:

e Data must be deleted if they
o were stored illegally,

¢ are especially sensitive and their correctness can-
not be proven,

Especially sensitive data is defined in the law (see above). In this
case it also contains information about illegal activities.

¢ are no longer needed for the original purpose.

e Instead of deletion, it might suffice to block them.

I.e. they are no longer normally accessible (“marked as deleted”), but
they can still be recovered if required for purposes defined in the law.
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Data Privacy Law (22)'

Technical Requirements (for Preventing Misuse):

e Within reasonable limits, it must be ensured that
¢ only valid users have access to the computers,

and they can only work within the limits of their access rights,
¢ it can be determined to whom (which compa-
nies/agencies) data is transferred,
o data is protected during transfer (e.g. encrypted),
¢ it is possible to determine who entered, modified,
or deleted (7) the data,
¢ data is protected against damage or loss.
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Data Privacy Law (23)

Compensation for Damage:

e If a company/agency does somebody damage by
illegal or incorrect processing of his/her data, it
must pay a compensation for this damage.

e However, this holds only if the company/agency did
violate a reasonable standard of carefulness.

For public authorities, this exception does not apply, however the
maximal payment is restricted.

o If the law is violated by purpose for money or in
order to harm somebody, the maximum punishment
are two years in prison.
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Overview I

1. Requirements

[2. German Data Privacy Law )

3. GRANT and REVOKE in SQL

4. Oracle
5. DB2

6. SQL Server
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Data Privacy Law (1)

e [ his section explaines the German data privacy law.

“Bundesdatenschutzgesetz’. I am not a law expert, and the available
space is not sufficient for explaining the entire law. You cannot make
me or my university responsible for any error or missing information
in My course materials.

e [ he purpose of the law is to protect the individu-
als from restrictions in their constitutional rights
caused by using data about to them.

The law covers data about single identifiable persons. It does not
cover aggregated or anonymized data, or data used only for private
purposes. It is basically intended for data on computers, but covers
also certain other situations ( “non-automized files").
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Data Privacy Law (2)'

e Storing data about persons is permitted only if
¢ the affected person has agreed,
¢ the data must be stored by law,

¢ the data is necessary for fullfiling a contract (or
something similar) with the affected person,

¢ the data is necessary for the reasonable interest
of the company/agency and there is no reason
to believe that it might be in the greater interest
of the affected person to forbid this, or

¢ the data is publically available.
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Data Privacy Law (3)

e Personal data must be collected for a specific pur-
pose. The data may later be used for a different
purpose only under certain conditions.

(1) It is necessary for a reasonable interest of the company and there
IS NO reason to believe that there might be a greater interest of the
affected person to forbid this.

(2) The data are publically available or may be published.

(3) It is necessary for protecting a reasonable interest of a third person
(this is restricted, e.qg. if the data are about illegal activities).

(4) It is necessary for the police, for protecting lifes, etc.

(5) It is used for advertisements or market research and contains only
name, address, year of birth, job, and membership in a certain group
of persons, and there is no reason to believe that there is contrary
interest of the affected person. One may explicitly exclude this use.
(6) For research purposes under certain conditions.
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Data Privacy Law (4)

e Persons must be informed when data is stored
about them, unless they know it already.

However, there are many exceptions:

(1) The data must be stored by law.

(2) The data are taken from a public source and the effort to inform
all people would be too high.

(3) The data must be kept secret by law or because of a more im-
portant interest of a third person.

(4) The information would endanger the business purpose of the agen-
cy that stores the data, and the interest of the affected person to get
this notice is not more important than this danger.

(5) The data are stored for selling them for advertising or market
research purposes, they are limited as explained above, and because
of the number of persons it would be unreasonable to inform all.
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Data Privacy Law (5)

Duty of Registration, Data Privacy Commissioner:

e Companies or agencies who process personal da-
ta must appoint a data privacy commissioner who
ensures that the laws are fulfilled.

( “Datenschutzbeauftragter”) This does not apply to agencies with
at most four employees that work with these data. However, it does
apply to all companies who sell personal data.

e Processing of personal data must be registered with
the state authorities/data privacy commissioner.

This does not apply to the case of at most four employees. If the data
is collected for being sold, the processing must always be registered
with the state authorities.
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Data Privacy Law (6)'

Duty of Registration, Continued:

e T he report must contain:
¢ name and address of the company/agency,
the persons responsible for the data processing,
the purpose of the data processing,
which data about which persons will be stored,

SO0 0O

to whom the data will be transmitted,

Especially in which countries (applicable data privacy standards?).

&

after what time the data will be deleted,
¢ information about data security measures.

Stefan Brass: Datenbanken I Universitat Halle, 2010



11. Datenschutz: Zugriffsrechte in SQL 11-56

Data Privacy Law (7)

Sensitive Data:

e If the data is especially sensitive, the data proces-
sing must be checked by the state authories or data
privacy commissioner before it starts.

Sensitive data is defined as data about race, ethical origin, politi-
cal opinions, religious or philosophical convictions, membership in a
work's union, health, or sexual life. In addition, any data processing
that is used to evaluate the personality, performance, or behaviour of
persons must first be checked.

e Sensitive data must be explicitly mentioned in any
agreement to store one’s personal data.

There are special restrictions who may store sensitive data.
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Data Privacy Law (8)

Exclusion of “Computer Only” Decisions:

e It is forbidden to use only computer programs for
Mmaking decisions about people that have important
negative consequences for them.

At least, the affected people must be told about this and given the
chance to explain their point of view, in which case the decision must
be considered again. If a person asks, the basic logic of the automized
decision must be explained.
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Data Privacy Law (9)'

Right of Information:
e Persons about which data is stored can ask the
company/agency
¢ what data is exactly stored about them,
¢ what was the source for these data,
¢ for which purpose the data is stored,
o

to whom the data was transmitted.

e This question usually must be answered (and in
most cases without payment).
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Data Privacy Law (10)

Right of Information, Continued:

e Of course, police and similar state authories are
exceptions for the right of information.

If a company sells the data, it might not have to answer the question
to whom the data was transmitted because this might be a business
secret. However, a judge may have to decide what is more important.
Companies who sell data might be able to require a payment for the
answer if the answer can be used for earning money (seems unusual).
The required payment may never be more than the actual cost. If there
iS reason to assume that the stored data is incorrect, no payment can
be required for the answer.

e However, the federal data privacy commissioner can
be asked to check the data.
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Data Privacy Law (11)

Right of Correction:

e Incorrect data must be corrected.

If the affected person claims that the data is incorrect and it is not
possible to determine whether the data is indeed correct or incorrect,
the data must be blocked (can no longer be used, marked as deleted).
This does not apply to companies who sell data but they must attach a
statement of the affected person (counterrepresentation) to the data
and are not allowed to transmit the data without this statement.

e If the data was already transmitted, the recipient
must be informed.

Unless the effort for this would be too big compared to the problem
for the affected person.
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Data Privacy Law (12)

Requirement of Deletion:

e Data must be deleted if they
o were stored illegally,

¢ are especially sensitive and their correctness can-
not be proven,

Especially sensitive data is defined in the law (see above). In this
case it also contains information about illegal activities.

¢ are no longer needed for the original purpose.

e Instead of deletion, it might suffice to block them.

I.e. they are no longer normally accessible (“marked as deleted”), but
they can still be recovered if required for purposes defined in the law.
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Data Privacy Law (13)'

Technical Requirements (for Preventing Misuse):

e Within reasonable limits, it must be ensured that
¢ only valid users have access to the computers,

and they can only work within the limits of their access rights,
¢ it can be determined to whom (which compa-
nies/agencies) data is transferred,
o data is protected during transfer (e.g. encrypted),
¢ it is possible to determine who entered, modified,
or deleted (7) the data,
¢ data is protected against damage or loss.
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Data Privacy Law (14)

Compensation for Damage:

e If a company/agency does somebody damage by
illegal or incorrect processing of his/her data, it
must pay a compensation for this damage.

e However, this holds only if the company/agency did
violate a reasonable standard of carefulness.

For public authorities, this exception does not apply, however the
maximal payment is restricted.

o If the law is violated by purpose for money or in
order to harm somebody, the maximum punishment
are two years in prison.
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Overview I

1. Requirements

2. German Data Privacy Law

[3. GRANT and REVOKE in SQL )

4. Oracle
5. DB2

6. SQL Server
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GRANT Command (1)'

e In SQL, access rights on database objects (tables,

views, etc.) can be given to other users by means
of the GRANT command.

e [ he GRANT command was already contained in the
SQL-86 standard. It has the form

GRANT (Rights) ON (Object) TO (Users)

e E.g. give read and insert rights (“privileges”) on
the table COURSES to the users BRASS and SPRING.

GRANT SELECT, INSERT ON COURSES TO BRASS, SPRING
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GRANT Command (2)'

e T his will give the users BRASS and SPRING read access
to the table COURSES and the possibility to append
data (add new rows).

e [ hey will not be able to delete or modify rows in
the table (unless they had these rights before).

e It is possible to later GRANT them the UPDATE and

DELETE rights, too.
Then SELECT and INSERT do not have to be repeated.

e he DBMS probably stores in a system table the
user-command-object triples.
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GRANT Command (3)

Possible Rights (“Privileges” ) in SQL-92:

e SELECT: Read access (use of the table in queries).

In SQL Server, SELECT rights can apply to specified columns. This is
not part of the SQL-92 standard and not supported in Oracle and
DB2. But views give the same effect.

e INSERT: Appending new data (insertion of rows).

e INSERT(Aq,...,An): Only values of the A; may be
specified, other columns will be filled with default
values (declared in the CREATE TABLE command).

Allowing INSERT only for specific columns is part of the SQL-92 stan-
dard, but only supported in Oracle (not in SQL Server and DB2).
But views serve the same purpose.
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GRANT Command (4)

SQL-92 Rights, continued:
e UPDATE: Changing column values of existing rows.

e UPDATE(A4,...,An): Only data in the columns A;
may be changed.

e DELETE: Deleting data (rows from the table).

e REFERENCES: Creating integrity constraints which re-
ference this table.

Referencing someone else’s table in a foreign key constraint and not
giving him/her DELETE rights on the new table can in effect limit
his/her DELETE rights on his/her own table. Also REFERENCES allows
checking whether a key value is there or not.
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GRANT Command (5)'

SQL-92 Rights, continued:

e REFERENCES(A1,...,An): Only the A; may be refe-
renced.

This is interesting if the table has two or more keys. It is supported
in Oracle and DB2 (not in SQL Server).

e In addition, SQL-92 has the right "“USAGE’ on do-
mains, character sets, etc. (not supported in any of
the three DBMS).
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GRANT Command (6)'

Non-Standard Rights for Tables:

e ALTER: Right to change the table definition.
Supported in Oracle and DB2, not SQL Server.

e INDEX: Right to create an index on this table.
Supported in Oracle and DB2, not SQL Server.

Non-Standard Rights for Procedures/Packages:

e EXECUTE: Right to execute the procedure etc.
This is supported in all three DBMS.

e BIND: Reoptimize SQL statements in a package.
This exists in DB2 only.
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GRANT Command (7)'

Non-Standard Rights for Schema Objects (DB2):
e ALTERIN: Alter any object in the schema.

e CREATEIN: Create objects in the schema.

e DROPIN: Drop any object in the schema.

Non-Standard Rights for Directory Objects (Oracle):
e READ: Read files in the directory.
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GRANT Command (8)'

GRANT ALL PRIVILEGES:
e Instead of listing single rights it is possible to say

GRANT ALL PRIVILEGES ON (Object) TO (Users)

e T his means all rights which the user executing the
GRANT has on the object.

TO PUBLIC:

e Instead of listing all users in the system, the follo-
wing is possible (this includes future users):

GRANT SELECT ON COURSES TO PUBLIC
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GRANT Command (9)'

WITH GRANT OPTION:

e A user can be given a right with the possibility to
pass on the right to other users.

e [0 do this, add the clause “WITH GRANT QPTION" to

the GRANT-command:

GRANT SELECT ON COURSES TO BRASS
WITH GRANT OPTION

e T his allows the user BRASS also to pass the grant
option to other users (who then can also pass the
right to other users, etc.).
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GRANT Command (10)'

Owner of an Object:

e The owner of a database object (table etc.), i.e. the
user who created the object, has all rights on it
including the grant option for these rights.

e By default, only the owner has rights on an object.
Other users can get rights only by explicit GRANTS.

Users with system administrator rights might be able to access the
object without being granted rights explicitly.

e [ he owner of an object can also drop the object
again (which is not included in the other rights).
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GRANT Command (11) l

CONTROL-Right in DB2:

e [ his gives all rights on the object with grant option.
It also gives the right to drop the object.

There is no CONTROL-right in Oracle and SQL Server. But it is similar
to being the owner of the object.

e By default, the object creator has the CONTROL right.

For views, the creator gets the CONTROL right only if he/she holds it
also for the underlying base tables (and used views).

e But the CONTROL-right is always given without GRANT
OPTION. It can be granted only by an administrator.

Granting CONTROL needs the SYSADM or DBADM authority.
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Revoking Access Rights (1)'

e Previously granted access rights can be revoked
(taken back) with a command very similar to GRANT:

REVOKE (Rights) ON (Object) FROM (Users)

e (Rights): comma-separated list of single privileges
or “ALL PRIVILEGES".

e (Object): name of database object (e.g. table, view).

e (Users). cOmma-separated list of user names
or “PUBLIC".
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Revoking Access Rights (2)'

e Example:

11-77

REVOKE INSERT ON COURSES FROM BRASS

If BRASS had SELECT and INSERT rights on COURSES

before this command, he will have only the SELECT
right afterwards.

e Users can only revoke rights which they have gran-
ted earlier.

Therefore, in its internal tables, the DBMS stores not only the triple

user-right-object, but the quadruple (A, P,O, B): User A has granted
privilege P on object O to user B.

Stefan Brass: Datenbanken I Universitat Halle, 2010



11. Datenschutz: Zugriffsrechte in SQL 11-78

Revoking Access Rights (3)

e It is not possible to grant a right to PUBLIC and
revoke it from a specific user.

Since PUBLIC also refers to future users, the database stores that it
was granted to PUBLIC and not simply the right for every existing user.

e It is possible to grant “ALL PRIVILEGES' and to re-
voke them later selectively.

“ALL PRIVILEGES" refers only to the rights the user currently has. They
are stored one by one in the system table.

e \When a table is deleted, all GRANTs for it are deleted,
too. If it is later re-created, only the owner can
access It.
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Revoking Access Rights (4)'

e If A granted a privilege “WITH GRANT OPTION' to B,
and B granted it to C, and then A revokes the right
from B, it will be recursively revoked from C.

A - B - C

e In SQL-92, this requires CASCADE, see below.

e However, if C' got the right in addition on some
other path (e.g. directly from A), he/she keeps it.

A - B - C

/
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Revoking Access Rights (5)'

e | he REVOKE command restores the same situation
as if B never had the right.

e But note that when B has used the right to change
the tables, these changes are not magically undone.

e SQL-86 did not have a REVOKE command.

e In DB2, only the CONTROL right on a database object
gives the possibility to REVOKE rights on it.

It is a bit strange that the grant option allows users to grant the right,
but not revoke it. In this way, DB2 does not have to keep track of
the path a user got the right. If a user with CONTROL rights revokes it,
it is gone (unless a group/public has the right).
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Revoking Access Rights (6)'

o In SQL-92 and SQL Server, CASCADE must be added
if rights are to be revoked recursively, e.g.:

REVOKE INSERT ON Course FROM BRASS CASCADE

e In SQQL Server, CASCADE is always required when re-
voking a right that was granted WITH GRANT OPTION.

In SQL-92 this is only necessary if the user from which the right is
revoked has used the grant option to grant the right to somebody
else. Also, in SQL-92 RESTRICT can be specified instead of CASCADE to
execute the REVOKE only if no other rights of other users depend on it.
SQL Server does not understand RESTRICT.

e Oracle and DB2 do not support CASCADE /RESTRICT.
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This is understood only in SQL Server, not in Oracle or DB2.
SQL Server requires CASCADE is specified in addition.

will then be dropped.

o SQL-92 supports “REVOKE GRANT OPTION FOR ...

Revoking Access Rights (7)'

e In Oracle, “CASCADE CONSTRAINTS” must be added to
the REVOKE of the REFERENCES privilege if the privilege
was used to create foreign keys. T hese foreign keys
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Accessing Other Schemas (1)'

e In Oracle, one must normally write “(User).(Name)"

to access database objects (tables, views, etc.) of
other users, e.g.

SELECT * FROM BRASS.PRESIDENT

e Of course, this only works if the user BRASS has

granted the SELECT privilege to the current user or
to PUBLIC.

e If 2 user tries to access a table, but does not even
have the SELECT right on it, Oracle gives the same
error message as if the table did not exist.

Stefan Brass: Datenbanken I Universitat Halle, 2010



11. Datenschutz: Zugriffsrechte in SQL 11-85

Accessing Other Schemas (2)'

e In Oracle, the user name is a DB schema identifier,

SO a database-wide unique identification of an ob-
ject always consists of user name and object name.

e Oracle does not support schemas independently
from users. If one wants to separate two sets of
tables, one needs two Oracle accounts (user IDs).

e [ he guest account “SCOTT" with password “TIGER”
can be used to check other user’s rights.
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Accessing Other Schemas (3)'

e Since it is a bit difficult to write two-part names,
Oracle supports user-defined abbreviations:

CREATE SYNONYM PRESIDENT FOR BRASS.PRESIDENT

e Such a synonym is valid only for the current user
(who created the synonym).

e [ he DBA can also use
CREATE PUBLIC SYNONYM PRESIDENT

FOR BRASS.PRESIDENT
Then the table will look as if it exists under every

account (but there is still only one copy).
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Accessing Other Schemas (4)'

e Such public synonyms are used for the data dictio-
nary tables/views (system catalog).

E.g. CAT is a synonym for SYS.USER_CATALOG.

e Even when a public synonym “X" is defined, users
can still define their own table/views “X".

Of course, then they cannot use the public synonym, but they still
can access the table with *“(User).(Table)" .

e Synonyms can be deleted with:
DROP SYNONYM PRESIDENT

e Synonyms are not part of the SQL-92 standard.
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System Privileges (1)

e Besides access rights to tables etc. (called “object
privileges" ), Oracle also has ‘“system privileges'” .

e [ hese refer to the execution of specific commands,
not to database objects.

e E.g. one needs the system privilege “CREATE TABLE"
in order to be able to execute this command.

A user who is only supposed to enter data does not need to create
new tables. For a secure system, every user should have only the
privileges he/she needs. I.e. the user should only be able to execute
the commands he/she is supposed to execute. Object privileges alone
could not restrict the use of the CREATE TABLE command.
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System Privileges (2) '

e In order to log into Oracle, one needs the system
privilege “CREATE SESSION".

An account can be locked by not granting (or revoking) this privilege.
It is still possible to access tables, views, etc. under this account via
synonyms or ‘“(User).(Table)” (if one has the necessary access rights).

e Many system privileges are only for DBAS, e.g.:
¢ “SELECT ANY TABLE" (read access to all tables),
¢ “DROP ANY TABLE" (delete data of arbitrary users),
¢ “CREATE USER"' (create a new user).
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System Privileges (3)

e Since the usual privileges of a DBA are separated
into different system privileges, it is possible to have
several DBAs with different responsibilities.

Of course, one can still have one DBA with all privileges.

e [ here are currently more than 90 different system
privileges.

Basically, every administration command corresponds to a system pri-
vilege. Different kinds of CREATE commands also correspond to system
privileges (since these commands could not be restricted otherwise).
Most commands also have an ANY-version as a system privilege (allows
one to apply the command to objects of any user). CREATE ANY TABLE:
create tables in any schema.
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System Privileges (4) l

e If a user has a system privilege “WITH ADMIN OPTION",
he/she can give it to other users:

GRANT CREATE TABLE TO SCOTT

Adding “WITH ADMIN OPTION' gives SCOTT the right
to grant “CREATE TABLE", too.

e \When a system privilege is revoked from a user A
who had it “WITH ADMIN OPTION", privileges are not
recursively revoked from users B who got it from A.

This might be the reason why it was not called “GRANT OPTION". But it
is very similar (“GRANT OPTION" can be used only for object privileges).

Stefan Brass: Datenbanken I Universitat Halle, 2010



11. Datenschutz: Zugriffsrechte in SQL 11-92

Roles (1)'

e It is difficult to grant privileges to many users one

by one. In one way or another, all modern DBMS
support groups of users with similar privileges.

e Oracle has the concept of ‘roles”, which are sets
of privileges that can be granted to users:
CREATE ROLE (Name)

e Only those with the system privilege “CREATE ROLE"
can execute this command (e.g. only the DBA).
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Roles (2)'

e Access rights are granted to a role (e.g. “STAFF")

iIn the same way as they are granted to a user:

GRANT SELECT ON COURSES TO STAFF;

e Granting access rights to a role is treated in the
same way as granting it to specific users (DBA
rights are not needed).

e Roles can be granted to users:

GRANT STAFF TO JIM, MARY
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Roles (3)

e \When a user A is granted a role R, A receives all
privileges that were or will be granted to R.

But if “STAFF" is not one of the default roles of these users, which are
automatically activated when they log in, they must explicity execute
“SET ROLE STAFF"' in every session in which they want to use these
privileges. (It seems that this is not enforced in Oracle 8.0.)

e Only the owner of the role or a user who has re-

ceived it with admin option can grant the role to
another user.

GRANT STAFF TO THERESA WITH ADMIN OPTION
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Roles (4) l

e Roles are a level of indirection between privileges
and users, intended to simplify the administration
of a group of users with the same privileges:

SELECT ON COURSES STAFF/’ THERESA
SELECT ON STUDENTS - @ \ JIM
INSERT ON STUDENTS MARY

e \When further privileges are granted to “STAFF", the-
se become automatically available to THERESA, JIM,

and MARY.
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Roles (5)'

e A role can be granted to another role, e.q.

GRANT STAFF TO REG_OFFICE

e | hen users with the role "REG_OFFICE" also have all
the privileges granted to “STAFF".

I.e. "REG_OFFICE" is more powerful, it implies staff.

e Roles can be protected by passwords. Then the SET
ROLE command requires a password.
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Roles (6)

e Several roles are predefined in Oracle 8, e.q.

¢ CONNECT: Basic usage rights.

This corresponds to the system privileges: CREATE SESSION, ALTER
SESSION, CREATE DATABASE LINK, CREATE SYNONYM, CREATE TABLE, CREATE
CLUSTER, CREATE VIEW, CREATE SEQUENCE.

¢ RESOURCE: Rights for advanced users.

This includes e.g. CREATE TABLE, CREATE PROCEDURE, CREATE TRIGGER.
Students in this course were granted CONNECT and RESOURCE (but
UNLIMITED TABLESPACE was revoked).

¢ DBA: Right to do everything.

e In older Oracle versions, users were classified into
these three types.
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Creating Users (1)|

User Authentication:

e Oracle can perform the user authentication itself.
One must specify a user name and a password:

CREATE USER BRASS IDENTIFIED BY ABC_78

Passwords have the same syntax as table names: They are not case-
sensitive and "..." is needed to include special characters.

e Oracle can also rely on the authentication done by
the operating system or a network service:

CREATE USER OPS$BRASS IDENTIFIED EXTERNALLY

So when the UNIX user BRASS logs into Oracle (with empty userna-
me/password), he becomes the Oracle user OPS$BRASS.
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Creating Users (2) I

e A user created as explained above has no rights, not
even the system privilege to connect to the DB.

e [ he necessary privileges can be given e.g. with:
GRANT CONNECT, RESOURCE TO BRASS

e After the GRANT, these roles can be made default
roles, so that they are automatically activated when
the user logs in:

ALTER USER BRASS DEFAULT ROLE ALL

It seems that roles without a password automatically become default roles
(7). So this command might not be necessary.
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Tablespaces and Quotas (1)

e A tablespace is a database file or a collection of
DB files (storage space, container for tables).

e All tablespaces are listed in the system catalog table

DBA_TABLESPACES.

E.g. use “SELECT TABLESPACE_NAME FROM DBA_TABLESPACES" to list all ta-
blespaces. This query must be executed by a DBA. All users have read
access to USER_TABLESPACES (tablespaces that are accessible by the cur-
rent user). The files for each tablespace are listed in DBA_DATA_FILES. It
has e.g. the columns FILE_NAME, FILE_ID, TABLESPACE_NAME, BYTES. See
also DBA_FREE_SPACE/USER_FREE_SPACE and DBA_FREE_SPACE_COALESCED.

e [ he tablespace “SYSTEM' contains e.g. the data dic-
tionary (collection of system tables).
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Tablespaces and Quotas (2)'

e CREATE USER BRASS IDENTIFIED BY MY_PASSWORD
DEFAULT TABLESPACE USER_DATA
TEMPORARY TABLESPACE TEMPORARY_DATA
QUOTA 2M ON USER_DATA
QUOTA UNLIMITED ON TEMPORARY_DATA

e A tablespace can be defined when a table is created.

Otherwise it is stored in the user's DEFAULT TABLESPACE (which is SYSTEM
if it is not set in the CREATE USER).

e Without quota (and “UNLIMITED TABLESPACE"), the
user cannot create tables on the tablespace.

Use: REVOKE UNLIMITED TABLESPACE FROM BRASS
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Changing and Deleting UsersI

e If 2 user has forgotten his/her password:
ALTER USER BRASS IDENTIFIED BY NEW_PASSWORD

e A user without tables can be deleted in this way:
DROP USER BRASS

e To delete the user including all his/her data, use:
DROP USER BRASS CASCADE

e [ he following command ensures that the user can
no longer log in, but leaves his/her data untouched:

ALTER USER BRASS ACCOUNT LOCK
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Some Predefined Users (1)

e SYS: Owner of the system tables (data dictionary).

Most powerful account. Default password: CHANGE_ON_INSTALL.

e SYSTEM: T he default database administrator.

For most administration tasks. Default password: MANAGER.

e SCOTT: Guest and demonstration account.

Default password: TIGER. Sometimes there are additional accounts
used in tutorials: ADAMS, BLAKE, CLARK, JONES.

e OUTLN: Schema contains information for optimizer.

Default password: QUTLN.
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Some Predefined Users (2)

e DBSNMP: Information for the “intelligent agent’.

It is used for remote administration via the “enterprise manager’.
Default password: DBSNMP.

e One should check the list of users in the system
table ALL_USERS and lock all users that are currently
not needed (or change their passwords).

There is also a table DBA_USERS with more information. The list of
users created during the installation can change with new versions.
Also, when one installs additional software (e.g. the Oracle application
manager), more accounts are created.

e Hackers know all the default passwords!
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External Password FiIeI

e \Whereas the above passwords are stored in the da-
tabase (encrypted), there usually is an additional
file that contains passwords of administrators who
need e.g. to start up the database.

When the database is not running, passwords stored in the data-
base cannot be accessed. If you use CONNECT INTERNAL in the server
manager (svrmgrl) or CONNECT SYS AS SYSDBA, the default password is
ORACLE. Actually, the SYS password in the password file and in the
database can be different. The password file is generated by the
orapwd utility program. Later, every user granted SYSDBA/SYSOPER rights
IS also stored in the password file. Instead of using a password fi-
le, you can use OS authentication. This depends on the parameter
REMOTE_LOGIN_PASSWORDFILE.
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Other Security Features (1)'

e [ he resource usage of DB users can be restricted
by creating a ‘“profile” for them. This defines e.q.

¢ How many concurrent sessions the user can have
(number of windows with DB applications).

o After what idle time he/she is logged off.

¢ How much CPU time and how many logical reads
(disk accesses) is allowed per session/per call.

o After what time a password must be changed.

¢ Which function is used to check the password
complexity.
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Other Security Features (2)'

e Oracle also has an AUDIT command for defining
which user actions are logged in system tables, so
that one can later find out who did what.

¢ E.g. all insertions should be logged that were
executed (not refused):

AUDIT INSERT ON SCOTT.EMP
BY SESSION WHENEVER SUCCESSFUL;

“BY SESSION" means that only one record is written for an entire
session that did this operation (default). Alternative: “BY ACCESS".

¢ E.g. log all unsuccessful login attempts:
AUDIT CONNECT WHENEVER NOT SUCCESSFUL;
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Users in DB2 (1)

e DB2 uses the authentication mechanism of the un-
derlying operating system (DB2 itself does not ma-
nage passwords).

e DB2 has something similar to the ‘system privile-
ges’ of Oracle, they are called “Database Authori-
ties” and “Instance-Level Authorities’ in DB2.

e A DB2 instance can manage several databases.

Instance: server process. Database: Collection of DB schemas (and
their table data). E.g. use “CONNECT TO SAMPLE" (a specific DB) after
logging into DB2.
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Users in DB2 (2)'

e An operating system user can connect to a data-
base if he/she has the “CONNECT” authority.

e E.g. an administrator can ‘create” a user in the
database by issuing this command:
GRANT CONNECT ON DATABASE TO BRASS

e [ hisright can also be granted to “PUBLIC", in which
case every OS user can connect to the database.
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Database Authorities in DBQI

e CONNECT: Right to log into the database.

e CREATETAB: Right to create tables.

No right is required for view creation.

e BINDADD: Right to create packages.

I.e. to compile application programs with embedded SQL.
e IMPLICIT_SCHEMA: Create tables in new schemas.
e CREATE_NOT_FENCED: Extend DBMS (add functions).

e DBADM: Access and modify all DB objects, grant any
object privilege or DB authority except DBADM.
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Groups in DBQ'

e DB2 has no roles, but it understands the concept

of groups of the underlying operating system.
E.g. UNIX and Windows NT have groups of users.

e Privileges can be granted not only to users, but also
to groups.
Privileges granted to groups are not used when binding a package.
e SO there are three ways a user might get a privilege:
¢ It can be granted to this user personally,
¢ to a group in which he/she is member,
& or to PUBLIC.
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Instance-Level Authorities'

e T he most powerful right in DB2 is the SYSADM aut-
hority.

The account under which DB2 is installed plus all members of its
group get SYSADM authority. It cannot be granted or revoked, but the
group membership can be changed in the OS.

e [ here are also two other groups with fewer rights:

¢ SYSCTRL: Can e.g. create or delete databases and
tablespaces (plus all SYSMAINT privileges).

¢ SYSMAINT: Can e.g. start or stop the database, do
backups and restore the database after a crash.
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Creating New Users (1)

e SQL Server has two authentication mechanisms:

o Windows NT Users or Groups can be mapped to
SQL server logins.

Then Windows NT does the authentication, there is no need to
enter again a password. Users from trusted clients (which must
run Windows NT) can also be mapped to SQL Server logins.

o SQL Server Authentication (with password).

In this case, SQL Server requires login name and password. This
is the only possibility if SQL Server runs on Windows 95/98.

e One SQL Server Instance can manage several da-
tabases. The databases can have different users.
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Creating New Users (2)

e It iIs necessary to distinguish between a login into
the server, and the user in a specific database.

Each login has a default DB to which it will be connected. The user-
name in a DB may be different from the server login, and in different
DBs different usernames can be used.

e Logins / users can be created with the Enterprise
Manager (graphical interface).

Alternatively, one can use the system procedures sp_addlogin (SQL
Server authentication) and sp_grantlogin (Windows NT authenticati-
on) to create a login and sp_grantdbaccess to allow the login to access
a specific database (also needed for the default DB of the login).
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Special Users|

e There is a login "“sa" (system/server administra-
tor). Everything can be done under this login.

It uses SQL Server authentication (no password by default!).

e Every database has a user “dbo” (DB owner).

Any member of the sysadmin sever role (e.g. “sa”) is mapped to this
user when he/she connects to a database.

If a table is referenced without specifying a user, SQL Server first
tries to find it in the account/schema of the current user, and then in
the account/schema of “dbo”. This eliminates the need for synonyms
as used in Oracle.

e Some databases may have a “guest” user.

A server login not mapped to a db user is mapped to guest.
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Roles'

e SQL Server has the concept of roles (user groups)
which seems to be basically the same as in Oracle.

In addition SQL Server also uses Windows NT groups.

e However, some roles are special and contain admi-
nistration rights which cannot explicitly be granted.

e Fixed server roles allow administration of the ser-
ver. The most powerful is “sysadmin” (e.g. “sa”

e Fixed database roles allow administration of a DB.
The most powerful one is “db_owner” (e.g. ‘“dbo”).
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System Privileges'

e In addition, SQL Server has system privileges basi-
cally as in Oracle (managed via GRANT/REVOKE):

CREATE DATABASE
CREATE DEFAULT
CREATE PROCEDURE
CREATE RULE
CREATE TABLE
CREATE VIEW
BACKUP DATABASE
BACKUP LOG
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Fixed Server Rolesl

e sysadmin: Perform any activity in SQL Server.

e securityadmin: Manage logins.
e serveradmin: Configure server-wide settings.

e setupadmin: Execute some system stored procedu-

res, €.d. sp_serveroption.
e processadmin: Kill processes of other users.
e diskadmin: Manage the disk files.

e dbcreator: Create and alter databases.
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Fixed Database Roles I

e db_owner: Perform any activity in the database.

e db_accessadmin: Manage users of the database.

e db_securityadmin: Manage roles and permissions.
e db_ddladmin: Create, modify, drop any DB object.
e db_backupoperator: Make a backup copy of the DB.
e db_datareader: Read all tables in the database.

e db_datawriter: Modify all tables in the database.

e denydatareader, denydatawriter: T hese roles forbids
to read/modify any table in the database.
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DENY Statement'

e SQL Server has a statement which is the opposite
of GRANT, e.d.:

DENY SELECT ON COURSES TO BRASS

e [ he idea is that BRASS might be member of a group
or role, which has the right, and you might want to
declare BRASS as an exception.

In an older version of SQL Server, REVOKE worked like DENY now. When
an SQL92-conforming REVOKE was introduced, the old was called DENY.

e SO the DENY on the user level takes precedence over
the GRANT on the group/role/public level.
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